Abstract. This paper presents and evaluates a new method to improve the security issue in WBANs. This method has been suggested with the goal of decreasing the required memory, control packets complexity, controlling buffer over flow and mending the existed damages by using high speed transferring data between the nods.
Introduction
Wireless networks and mobile devices have been widely used in our life [1] [2] [3] [4] [5] . So, the security of wireless communication becomes a challenging issue [3] [4] . Wireless Body Area Network (WBAN) provides an interrelation of attached wireless devices to the human's body from the distance of 3 to 5 meters of body's center [6] . Recently, three groups of wearable computer developing and generalizing have been formed [7] . In Telemedicine, the medical data is disclosed by an attack which is idiomatically, "Man in the Middle" [8] [9] [10] . Although, the specific method for the information protection with Wearable WBAN has not been established yet, Body Sensor Networks (BSNs) have been studied for protecting the health continuing control system. Advanced Encryption standard (AES) is a cryptography method to secure the WBANs [11] [12] [13] [14] [15] .
This paper presents a new method to improve the security issue in WBAN using Advanced Encryption standard. The rest of this paper is organized as follows: section 2 presents WBAN, AES and bio-signal background. The proposed method is presented in section 2. Finally, the paper is concluded in section 3.
Preliminaries
Bio-signal is a summarized idiom for the types of signals which can be controlled and measured from alive animals, alternatively. Bio-signal idiom also means bio electrical signal. So, the best bio electrical signals include: EEG, ECG, EMG, MMG, EOG, GSR and MEG. EOG, EEG and EMG are measured by a differential Amplifier that registers the difference between 2 attached electrodes to the skin [15] . However, Skin response measures Galvanic of electrical resistance, MEG measures implanted mag network field by brain electrical flows. Electric flows and electric resistance's change have simpler hardware than STD.
The Proposed Scheme
This study has performed with the aim of nonstop coding optimization, and security improvement in WBAN by combining the AES-256 and bio-signal. Figure 1 shows the utilized architecture.
Fig. 1. The utilized architecture
Since AES regard to the size of optimal code and more importantly, it ' s considered as a kind of nonlinear function. It's performed by a table 16×16. This table is made based on converting the amounts in the gateway field. It ' s resistible before the known attacks. Table 1 compares the executive features of AES. Note that in our scheme AES-256 was utilized. 
Conclusion
The security plays an important role in wireless networks such as WBANs. In this paper, the security of WBANs was improved by using AES-256 in comparison with other schemes. In our future work, we implement the proposed scheme.
